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ANNEX E

PLAﬁNING FOR THE COMMUNITY INFORMATION HANDLING. SYSTEM (CIﬁS)
T. SUMMARY

[:].As a first step in the develgpment of a master plan for
the Community Information Handling System, the IHC Staff made
recommendations to the DCI and the newly established Community
Information Systems Office concerniﬁg the major aspects of the
work that the CISO and collaborating organizations should under-
take to accomplish the information} adoption and implementation
of such a master plan.

[:] The Chairman of the THC has drafted a proposed program
of work for the mew CISO to pursue in developing a master plan
for the Community, which is set forth in the éucceeding paragraphs
of this annex. The staff of the CISO is presently evaluating
these recommendations and developing its own program of work
designed to accomplish this task.

IT. DISCUSSION

General Principles Applicable to CIHS Planning

[::]The activities, procedures and tools essential to instituting
and maintaining a planping proceés and a master plan for the CIHS,
described in Anmex E, include (1) an official identification and
analysis of the needs of the Community'é‘users and customers for
support from information handling systems; (2) an authoritative,
orderly description of the Community's existing baseiine of informa-

tion assets and capabilities; and (3) a regular orderly process for

E-1
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comparing needs with capabilities. The planning organization develops
and analyzes alternative solutions to the shortfalls identified, and
presents evaluated options to top management for decision. The plan

is updated regularly and repromulgated annually, and the planning

organization monitors its execution. Annex E, Tab 1 expands on the

CIHS planning process. ,
Effective CIHS planning requires a well-developed management

s?stem (MIS) that encompasses-both the detailed description of user

needs and the characteristics of the baseline's assets. It includes
also, data that will permit the measurement and audit of CIHS component
system effectiveness in operation. Annex E, Tab 2 élaborates'on the MIS.

[:] The actions selected by management for impleméntatioﬁ as a
result of the planning procéss are placed in effect through their
linkage with the events that transpire in the anngal program and budget
formulation, review and decision cycle, applying ﬁrinciples of zero-
based budgeting. Annex E, Tab 3 describes the interrelations between
the CIHS and the program/budget cyclical process.

[:] The work program ofmthe planning organization (CISO) is tightly
meshed with the related activities of other components in the DCI}S
Deputy for Resource Management, particularly the Office of Program
and Budget Development. (See Aﬁnex E, Tab 3)

[:] Annex D presents the draft of a DCI Directive (DCID), and
its provisions are taken as a basis for CIHS planning as descriﬁed in
Annex E. Annex D_establishes the CISO and promulgates its mission

and functions.
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[::]Annex D expresses as statements of policy that the accumu-
lation of intelligence information by the US Government is a resource
of the nation and not a resource of ;ny department of agency; that
intelligence information is susceptible to being managed, measured
and controlled as a resource to promote its most'efficiéﬁt utilization
in the service of customers who reduire intelligence products; that a
consideration in the design of future information handling systems is
their potential for service to the Community as Qell as to a particular
organizatién; and that the goal in each-Community organization is to
improve access to and use of the information resource thréugh the
cost/effective application of manpower and machines.

[::]Annex D also states that planning for the CIHS will be ac-

complished centrally as will the task of monitoring and providing

-guidance during the implementation of approved plans and the conduct

of on-going operations. lowever, the depailed implementation and
continuing operation of individual information handling systems will
be decentralized, and will be accomplished by delegations of authority,
responsibility and accountability, including resources, to désignated
organizations. |
[::]The top level of management of the Tntelligence Community

will provide on a continuing basis authofitative review, direction
and policy decisions for CIHS planning.

’ [::];mplementation of the CIHS master plan will be achieved

through the annual program and budget cycle of decision-making.
E-3
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Diversity of Relationships in Intelligence Community Structure

[::]The extent and diversity of the relationships within the In-
telligence Coﬁmunity in both institutional and programmatic terms —-
impacting on the scope and character of the planning required for the
CIHS —- can be illustrated by reference to the structure of the Com~
munity Intelligence Resources Information System (CIRIS). That data
base currently embraceé over 500 individual major units, activities,
projects, offices, or other types of cost centers'(called "Reporting
Entities") that are in receipt of assets from the National Foreign
Intelligence Budget via their parent organizations. The Réporting
Entities, in turn, are combined into ten "programs'", and these are
coofdinated by ﬁrogram mandagers from six different department or agen-
cies. Within the resources reportiné structure prescribed for use
throughout the Department of Defense, entitled the Five Year Defense
Plan (FYDP), intelligence resourceé that are included in the Natiomnal
Foreign Intélligence Program (NFIP) and Budget (NFIBR) are spread among -’
approximately 56 ”prégram elements." ZFach of the latter is a resources
center for a group of units and activities which.have a degree of
commonality Qf function or purpose,
l [::]Figure.E—l, which is derived from the CIRIS strﬁcture, sum-

marizes the institutional and programmatic diversity of the Community's

component parts that are encompassed by the NFIP. The purpose of

CIHS planning is to improve the management, sharing and flow of in-
telligence information in order that the Community as a whole can
achieve greater effectivencss through the collaborative accomplishment

E -4
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of intelligence functional tasks. Intelligence functional relation-

ships cut across the boundaries established for organizations and

programs. They represent a different manner of slicing intelligence

resources. CIHS planning must ﬁork out a modus vivendi with insti-
tutional regulations that are beyond the control of intelligence
managers —-- such aé the case where‘reguIations'of general applicabi-
lity are prescribed for procurement, operating and accounting for
computers by a depaftment, one component part of which is also a
member of the Intelligence Community.

Top Management Guidance for CIUS Planning is Essential

STAT 2.12 [::]CIHS planning requires a regular interaction between those
in charge of that work and the top level of Community management
(see section 2.4, above). Autﬁoritative guidance is essential in
order to assure thé application of resources according to the approved
plan. It is eséential, also, to establish the authority of an
approved plan, so that the latter can stand as the Community's
official response to the numerous external authorities that are
pefforming some -form of continuing ovetview of intelligence activities
or that are impacted by the conduct of- intelligence work., TFigure E-2,
prepared by DoD, illustrates the diversity of organizations with an
official interest in different aspects of intelligence information

handling.
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Overview of the Planning Process

[::]The planning process is a continuous one. At different

. periods during the year, activities and outputs are emphasized be-

cause they are of immediate assistance to producing the results called
fér iﬁ the program/budget cycle, such as the production of DCI planning
guidance at the start of the year and thercafter the conduct of
functional reviews to assist in programming decisions. These events
are illustrated by Tigure E-14. The total planning process has many
facets, as indicated by the description of the mission and functilons

of the Community Information Systems Office (CISO) presented in

Annex C. To illustraté, work to promote agreement on various forms

of technical standards is a part of plaﬁning, just as is individual

issue analysis, or the development and testing of factors to be buillt

~ into a management information system (MIS) in order to measure and

evaluate the efficiency of the utilization of computer hardware. The

capstone of this activity is the annual revision and repromulgation

of the official master plan for the CIHS, but the foundation building

which makes it possible to erect the capstone is the continuous work

"of building and using the MIS and providing practical direct support

to the conduct of events in the budget formulation‘and reﬁiéw cycle.

? [::]Figure E-3 presents a synopsis of the CIHS planning process.
The.major components are: (1) the identificatioﬂ of information

needs (requirements) of CIHS users; (2) the tabulation of existing and
officially planned capabilities of the CIHS to satisfy those needs
(baseline); (3) description of shortfalls. betwecen (1) and (2);

E-8
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(4) the development of alternative means to saﬁisfy the shortfalls
and the appraisal of the net cost/effectiveness of each alternative;
(5) the presentation to and selectidﬁ by Community top management of
solutions; (6) the updating of the CIHS baseline to incorporate ap-
proved solutions; and (7) the monitoring of the implementation of
approved solutions in order to assure conformity with the.official

CIHS plan.

CIHS Planning Commitments

S1€AT- 2.15 \ [::]The implementation of a formalized CIHS planning process
leading to the development of an official community-wide plan is>a
very sizeable task. (See Figure E-8, Annex E, Tab 1, for a chart
of a start—up schedule.) Such a plan must, by definition, be co~
extensive with the National Foreign InteliigencevPlan (NFIP), and
it must support all of the diverse activities of the Intelligence
Community where information handling systems and procedures are
important to the successful conduct of intelligence functions and
activities. Annex E, Tab 1 presents further details on the CIHS
%
planning process. ™
STAT 2ﬂ16 | [::]'ResourCEE, To accomplish.effective planning, a centralized

body is needed. (See Annex C relative to a Community Information

Systems Qffice and related organizations.) In addition to a commitment

— . e = am e e .

7(*) - Figures E-6 and E-7 in Tab 1 illustrate shortfalls to the

CIHS baseline.

E - 10

Approved For Rel : - - -
pp. Vi or Release 2002/05).4%‘5{1 i SC{gI&E%Ii’M 00933R000200010008 3



. 'Approved For Release 2002/09{0%°1. C$AIRDE84-00933R000200010008-3

of staff personnel, a multi-year commitment of resources for én
assured level of external support is required. (See Figure E—8,
Tab 1, for an illustrative projectioh of the cdmponént tasks within
the CIHS planning process and the build-up of in-house staff énd
external contractor support.); The Cangress must be willing to
support the DCI in providing an enhanced level of ‘resources for
this purpose over a pefiod of the ﬁext sevéral years.
STAT 2.17 J DT_ile_ Community-wide planning also requires a commitment
of time. There are presently in use a largé number of automated
information handling systems. For the most part, they are performing
their speéific functions very creditably. They were designed in
prior years, some iike DIAOLS over a decade ago, to serve the par-
ticular needs of individual organizations. The preSent—daf design
criterion ~- to effectively serve the entire Intelligence Community
as needed -~ was not a prominent requirement of that past era.
Current, ongoing intelligence activities musﬁ continue to be served
"by available information handling systems until replacements, where
appropriate, can be provided. Limitations in future resources re—
quire that existing investments be expldited to maximum advantage.
Projected technological advances in ADP and telecommunications are
other factors.to be weighed in the equation that evaluates the pace
and scope of planning for future replacement sjstems. The planning
for technical intelligence collection systems, such as satellite

collectors, impacts directly on the timing for the development and

Eo-1d
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implementation of automated capabilities to process the collected
data, The planning period encompassed by a projection such as the
Five Year Defense Plan .(FYDP) exten&g some 5-6 years into the futurg.
lHowever, the lead time for some high technology gollection sensors
could extend.considerably beyond the FYDP period.

| [::]The conclusion 1s that CiﬁS planning must be long enough
in-point of time to-adcémmodate the longesﬁ lead items for which
information systems support may be requiréd. This implies a minimum
of 10 years, and out to 15 years in some cases. However, some
aspects of long term planning are not closely predictable. An uncertain
international climate is one such factor; the precise nature of further
technological developments is another. bUnder these circumstances, a
~reasonable compromise is indicéted. Accordingly; the CIHS planning
process should be treated iﬁ two time segments: (1) a mid-term
- period of 5-7 years, during which rather precise planning is feasible;
and (2) a loﬁg—term period, out to some 15 years, where the planning

process should be much less formal, less authoritative, and more

flexible in its form and selective in its content.

Management Information System

[::]Purgose. A management information system (MIS) is a mechanism
that 1s essential to accomplish CTHS planning. Such a system should
be descriptive of all of the major aspects and characteristics of the
CIHS and its individual component systems, data bases, equipment,
facilities and networks. This device is dcsigned to serve as the

E - 12
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coﬂLainer for the detailed information set forth in the CIHS base-
line inventory and for other sets of data that are needed in order
to accomplish analysis, review, management appraisal and deciéion-
making on information handling resou;ces issues;- The anélysis of
its contents permits identification of shortfalls in the official
baseline. The MIS, also, contains information on costs and resources,
on performance characteristics 6f équipment and systems, ana statis-
tics relatiﬁg to system use and efficiency.
2 [::]gpntentg, Major subsets of data inﬁluded in the MIS are:
* CIHS Performance Requirements (user needs)
* - CIHS Component Systems (characteristics of equip-
ment and systems, including those identified in Annex A.)
% - Data Bases and Files (descriptions of data bases and
files, such as theIAOO plﬁs identified in Annex B.)
* - Physical Facilities (descriptions of centers for data
handling, processing, storage, retrieval, services, etc.)

0

% - Telecommunications Facilities & Networks (descriptions).

‘Annex E, Tab 2 ?resents further details on the Management Information

System. Figures E-9 through E-13 contain data trees to illustrate

each of the five major data subsets identified above.

Design. The MIS must be automated in view of the scope and

variety of its coﬁtents and the need to associate diverse data ele-
ments for different forms of program, budget, technical orlmanagerial
analyses. The desigﬁ, test and implementation of such a system will
require at least two years of deVélopment, and an additional two
cycles of d@ta input/data output to stabilize its operation.

E- 13
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STAT 2.22 J [::]Data Collection, Processing and Use. The Consolidated

Intelligence Resources Information System (CIRIS) provides a pre-
cedent and parallel for a mechanism ko periodically collect and
process.the various sets of data required for the CIHS Management
Information System. Such an undertaking requires Community in-
volvement initially for the design.of such a system, and théreafter
Community participation and cooperation is required in responding
to periodic data calls. The latter are levied in the name of the
DCI, and require that information inputs be provided at specific
milestone dates in order that ﬁhese inputs can be processed in time
to create outputs from the MIS for use in the cycle of annual
“events that culminate in the review and approval of a zero-based
budget for the total Community; Annex C, which discusses the
Community Information Systems Office (CISO),-assigns to that or-
ganization the direction and operation of the MIS, as well as serving
as the focal point for the design of this system.

Use of the CIHS in
Program/Budget Cycle Events and Zero-Based Budgeting

STAT | 2.23 [::]A community-wide inforﬁation handling system (CIHS) plan
- and its supporting MIS are tools which ﬁake it possible for re-
sources managers to formulate, gain approval for, and ultimately
operate information handling systemé that will be of greatest
mutual benefit and effectiveness in support of the Commﬁnity's-sub—

stantive intelligence activities and functions. The plan and the

- 14
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MIS will have little value if they are not designed and implemented
in a menner that allows them to make a major contribution to the
annual cycle of planning, programmimg and budgeting events. This
cycle culminates in the DCI's approval of the Community's zero-
based‘budget, which, thereafter, is presented to the Office of
Management and Budget, the President, and the Congress.

[::]The CIHS planning activities and processes described herein
are specifically tied to this annual cycle that is observed by .the
entire US Government. In summary form,.the following sections

identify the contribution of the CIHS to each of these major events.

Figure E-4 illustrates the events,of this cycle, and highlights the

series of interactions between the Community's top management and

those charged with the responsibility to carry out CIHIS activities
that support management decision-making.

| |P1anning. Near the close of each calendar year, the DCL

issues general planniﬁg and programming guidance for the next five-
year period. This is incorporated into the.Secretary of Defense's
Plaﬁning and Programming Guidance Memorandum (DPPGM), a particulerly
important arrangement since the DoD accounts for some 85% of the
total ADP—relatedlreseurces of the_Intelligence Community. Here-
tofore, little planning guidance on information handling systems and -
ADP;related assets has been provided from the DCIL level. Hereafter,
the DCI will include a narrative devoted to this subject, and will

specify fiscal constraints to be observed by the Community organizations
B 12
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in formulating their compoﬁent portions of the NFIP. The CIHS

will péovide fhe factual information and evaluations tﬁat can make
possible the formulation of sound and balanced DCI planning guidance
to the Community.

! [:]'Progrqmgigg. Heretofore, the presentation of information
handling systems and ADP-related assets.has becn in a plecemeal
fashion in the contexf of individual requests and proposals of the
several members of the Community. The format followed has differed
by department and agency, and it has not bééﬁ possible to assemble
and present to top management a systematic .panoramic identification
of the spectrum of these assets and their uses. The advent of the
concepts of zero-based budgeting (ZBB), particularly the features
that involve packaging and ranking resources and_their uses, provides
a new and helpful tool to improve the quaiity of communityfwide
programming. The CIHS and its MIS are being designed to dovetail
with the packaging concepts of ZBB. These concepts highlight intel-
ligence functional activities and relate resources directly. to the
tasks perfqrmed. The development of the CIHS will make it possiﬁle
to conduct functienal reviews (across organizational and programmatic
lines) of informatioﬁ handling resources and uses that were ipfeasible
heretofore. . |

| [::]Budgetigg, Heretofore, budget proposals within the Intel-
ligence Community have been presented for review by top management
in terms that emphasize the institutional individuality of the
agencies and depaftments rather than their functional interdependence
5 - 17
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in the intelligence business. Information handling systems and
ADP-related assets have been similarly constrained by the programs
within whiéh they have been presented. The result} from an overall
Community point of view, has been the fragmentation of these assets,
so that often the factual data provided did not permit them to be
appraised as capabilities'whose pOtential impact and significance
extend beyond their parent institutions. In the fall of 1977,
for.the first time, the DCI's Intelligence Community Staff received
‘budget.estimates in ZBB format. Hearings, that included the OMB |
and 0SD counterparts of the DCI's staff, demonstrated that thg ZBB
format had the potential to provide a new degree of visibility and
an improved functional focus on the Community's resources. The CIHS
and its companion MIS furnish tools and procedures to expldit the
potential of ZBB and to enlérge_the ability bf Cémmunity staffs
involved invbudgeting to preséntjfdr top management appraisal and
‘decision markedly improved descriptions, alternatives, analyses and
cost/effectiveness appraisals of information handling systems and
ADP-related resources, One specific and tangible impro#ement that
can result is a set of Congressional Justification Books vastly
superior in the ability to relate Intelligence operational systems,
' ~missions and functions tc the support provided by information handling

assets and ADP~related resources.

E - 18
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ANNEX E — TAB 1

THE CIHS PLANNING PROCESS

STAT 3.1 |:|C0ntenté; of Tabs. Annex E, :fab 1 includes further details
on the task of designing and implementihg a éommunity—wide planning
process for the‘CIHSL Tab 2 elaborates on the Management Information
System, and Tab 3 discusses how thé master plan for CIHS and the MIS
both dovetail with and provide practical support for the ongoing
cyclical process of programming and budgeting for the resources of

i the Intelligence Community.

Information System Planning is a Subset of Total Planning
for the Intelligence Community

STAT 3.2 [::]Figure E-5 diagrams the CIHS planning process in the larger

context of total Community planning, which includes systems and acti-

" vities that do not involve information handling as their major charac-
teristic.
STAT 3.3 [::]As was illustrated in summary form in Figure E-3, the CIHS

planning process involves initially the identification and analysis
of the needs of users and customers of information handling systems.
Matched with those statements of information needs. (which may be called
the "performance requirements” demanded of the CIHNS in order to ac—
.complish its mission) 1s a second organizéd set of detailed informa-
tion that relates to the actual capabilities of the CIHS as currently

- k officially configured. The result of this COmpafison is; in most
cases, a shortfall in cépabilities. The planning process involves

the -development and evaluation of alternative solutions to shortfalls,

E - 19
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the further analysis of possible solutions in the light of their
impact on systems and activities that are outside the realm of in-
formation handling, and the presentdtion of all of the considerations

relative to each alternative to top management for decision.

[::]Performance Requirements (Information Needs). The articulation
of CIHS performance requireménts i5 a matter of great importance and
considerable complexity. As Figure E—S'illustrates, they are deriﬁed,
conceptually, from a larger set of similar requirements that encompass the
tptal missions of the entire Intelligence Community. The latter are.
derived from an even higher-level set of broad statements, ultimately
declared in terms of national policy, goals or objectives. While
this process is straightforward in a conceptuél sernise, the actual ver-
balization of CIHS performance requirements is one that can involve
semantic difficulty. |

v[::]It is essential to state these propositions in the non-technical
terminology that is familiar to the user of or customer for intelligence
products. It is important to avoid -- at this stage of planning —-
statements of perférmance that are couched in technical language that
describes pomputer systems or equipment. Avoidance of this pitfall
cannot be overemphasized!

[::]The reason is this. Information systems exist to serve users,
not to serve the designers and operators of automated equipment. In-
formation systems have frequently failed because the user did not
understand what the engineer was undertakihg‘to provide. The starting
point to assure a common understanding, and the authoritative point of

reference to which it is necessary to recorient during the course of

Approved For Release 2002/09/05 : GKA-RDP84- 00933R000200010008-3
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the prgtracted_design and development of a complex automated system,
must be the clear and simply stated definition of what the technical
systeﬁ is to do in order to serve thé non-technical user of that
.system.

[::]The desirable way to state performance requirements can be

illustrated. For example: identify the intelligence subject matter

specifically; indicate the required timeliness and frequency of

receipt of this information; describe the data contént and form;
adyise of the secufity considerations; explain how the information

is used, possibly in relation to other information, and who and where
the recipients are., Each item of information can be considered as

an input to something and an output from something; and the summation
of the items and the process in between will‘define telecommunications
requirementé (output to input) or data pfocessing (manual or ADP).
requirements (imput to output). |

Establishing the CIHS Baseline

[::]The CIHS baseline is a comprehensive, automated data base
within the CIHS Management Information System (MIS). It encompasses
all the information handling c#ﬁabilities éurrently in operation,
budgeted for or officially planned, as reflected in authoritative
Commuﬁity resources control documents, such.as the NFIP, tﬁe NFIB,
the DoD FYDP, or a Congressional Budget submission. The baseline
is an extensive compendium of facts and figures. It iﬁcludes des-
criptions of systems and users, technical‘data on major component
parts, and cost data on all CIIS assets.

L - 22
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The Baseline in Action

STAT - . 3.9 [j:]The principal purpose of the/CIHS baseline is to provide
information for the coméarison of existing or officially planned
éapabilities with the performance requirements imposed on the CIHS.
The pfoduct of this examination will (in most cases) be shortfalls
that are exposed by this analysis.  The baseline serves, also, as
the point of reference that is a common authoritative source for
use in the analytic work of identifying and testing possible solu-
tibns to shortfalls.
S1€A1- 3.10 [::]Figure E~6 illustrates a shortfall between performance
requirements and current baseline capabilities. Fach shortfall
must be identified and quantified in terms of its impact on the
performance requirements. This will fesult in a measure of "worth"
i _ being applied to the development of a solution for each shortfall.
Possible solutions to shortfalls will be articulated in the light
of current technology projections and expectations, and will be
stated in sufficient detail to identify a "cost" impact to the
baséline, a quantitative measure of increased effectiveness to
result from a‘particular solution, and an‘implementation risk assess-
ment. The latter assessment should address both technical feasibility
and consumer acceptability. The sequence of majof events in the
preéentation of alternative solutions and the review and decision
4 process by Community top management is depicted in Figure E-5. Fi-
gure E-7 illustrates how the baseline is revised as a result of these
‘management decisions.
E -23. )
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STAT 3.11 [::]The baseline is a valuable tool, also, as a means to .
| regspond to ad hoc inquiries.from external sources, such as Congres—

sional committees, and to prepare périodic overview reports and
statistics.

STAT 3.12 . [::]It warrants reiteration that to be useful in the analysis

of shortfalls, the baseline must include information expressed in

terms that are semantically equivalent to ;hose used in the state-

ment of performance requirements. This necessity is one of the

criteria that must be carefully observed in the design of the MIS.

Baseline Devélopment Period

STAT 3.13 l [::]Déveloping the baseline portion of the MIS is a laborious
and time-consuming task. As indicated in section 2.21L some two
years of development time will be required, followed by a further
period for fine tuning‘the mechanism in action. Extensive coopera-
tion from all members of the Intelligence Community is essential.
The detailed work is such that a.large role may have to bé played by
one or more external contractors. This is not to say that the
Community will have no baseline-type data until this task is completed.
Obviously, ad hoc data collectibn has been and wiil continue to be

: A E carried out, particularly in support of éurrent,_specific issue
analy?is.

Schedule for CIHS Planning

STAT 3.i4 [:] The DCI's Community Information Systems Office (CISO) is
the mechanism, in conjunction with related planning personnel or
components representing other Community members as well as senior

E - 25
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level inFeragency committees (such as the IHC, COMIREX and the
SIGINT Committee), responsible for contributing to and assuring
the successful accomplishment of CIUS planning.

| [::]In addition to the intensive efforts,-déscribed above,
to accumulate baseline data and to articulate the CIHS users'
performance requirements, the Community's planners, particularly
CISO, must establish the design characteristics for the total
Management Information System (see Annex E, Tab 25. They must also
make the Community familiar with the concepts and principles to be |
used in community-wide planning, and they must interrelate the CTIHS
planning effort with the events-of the annual program and budget
cycle (see Annex E, Tab 3), which governs the real world application
of resources td develop, maintain, and operate information handling
systems, assets and_capabilities.

[::]The Community Information Systems Office (CIS0) must accomp-
lish its own initial organizafion and staffing, and adequate logistic
support and funds for external contractor work will be required.
Realistically, all of these actions will consume a considerable .
period of time, and will -- if they are to be successful -- deménd
continuing support ana attention from the Community's top management.

[::]Figure E-8 provides an approximate schedule of time and
events that are related to the establishment of tﬁe planning organi-
zation and the start-up of the méjor component tasks fequired for

CINS planning. It should be noted in particular that although the

E - 26
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organized planning process requires considerable time to be designed

and implemented, Figure E-8 points to the necessity to address cur-

rent selected issues immediately, although necessarily in an ad hoc

mannertr.,
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ANNEX E - TAB 2

MANAGEMENT INFORMATION SYSTEM

STAT 4.1 . [:::]EEQREf Tab 2 consists of sample data tree diagrams and

brief explanations of the five principal subsets of baseline data
that are required in a Management Information System (MIS) for the
Intelligence Commqnity's Inférmation Handling Systém (CIBS). As
noted in Annex E, the following discussion and figures indicate
the general character and relationships of the data elements.in
each of the five subsets. It thus demonstrates the general scope
and contents of the MiS. However, further design and development
~studies are required, and consequently Tab 2 should be taken as

illﬁstrative rather than definitive.

‘ CIHS Performance Requirements
STAT 4.2 [::]Ihis-part of the MIS provides a listing of the current and
projected CIHS performance requirements to support the missions
of the Commuﬁity in accomplishment of national objectives.
STAT 4.3 [::]Performance requirements are statemenfs'of the information
needs of intélligence analysts and consumers-that are to be satisfied

through information handling systems and capabilities. They are

%
stated in terms of the substantive information required.( )

(*) — A common error in the initial stages of planning for the design
and development of an automated system is to jump too quickly to
i technical alternatives. The approach which gives greater assurance
that the ultimate development will be responsive to actual user needs
" is that which makes a careful effort to document user needs initially
in the terminology of the user, and to state baseline characteristics’
in similar terms as well as in technical capabilities language.

Approved For Release 2002/09/05 : CIA-RDP84-00933R000200010008-3
E - 29 '

TTITRA Y A VI TTVT T TN



UNCLASSTIFIED
Approved For Release 2002/09/05 : CIA-RDP84-00933R000200010008-3

1
STAT 4.4 The CIHS performance requirements include information bearing

on the following points:
’* ~ Customer Profiles
* - Intelligence Product Types
* — Intelligence Functions Supported. The ZBB system
currently in use by the Intelligence Community ideﬁtifies
ADP packages that are tied to individual intelligence
functions (e.g., signal processing, imagery exploitation,

etc.). This correlation between information handling

s

resources and the intelligence work supported thereby
should be fully developed, in order to equip the MIS for
practical use in the Community's annual resources review
cycle.
i * — Current Intelligence Requirements aﬁd Priorities.

(See DCID 1/2.)

* - Mid—Range Projected Requirements. (See DCI
Perspectives.)

* - Long-Range Projected Requirements.

, * — Degree of Essentiality.

STAT 4.5 [:::]Eath performance requirement involves a separate analysis.
The sample data tree, TFigure E-9, iilustrates some structural ele-
menté. The end result 1s an organized data base with auditabler
tracks to each element therein. Such a mechanism makes it possible
to arrive at authoritative conclusions about current shortfalls in
capabilities, and to describe those shortfalls factually, precisely

E - 30
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and in-relation to specific proposals or issues in the annual
programming cycle and the formulation of ZBB packages. This

mechanism also provides a translation and semantic bridge between

‘the non-technical language of the user of automated systems and

the technical vocabulary of the designers and operators of those
systems.

CIHS Component Subsystems

'[::]This part of the MIS provides functional descriptions of
each of the componént information systems which make up the CIHS.
It includes a functional summary (subsystem overview); pointers to
other data categories; performance characteristics and statistics;
system status indicators; and cost parameters. The sample data
tree éescriptive of CIHS compénent subsystems is at Figure E-~10.

Data Bases and Files

This part of the MIS provides an inventory of the Intelli-

gence Community's major data bases and files. It.contains a func-
tional and physical description of each. It identifies the file
classification, the host support facility(s), and some level of
performance characteristics and statistics to permit the determi-
nation of growth rate and potential. These data should be retriev-
able by any fielded item or keyword in the functional &escriptions.
A sample data tree is shown in Figure E-11. '(See also Annex 3B,

Intelligence Data Bases.)

E - 31
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Physical Facilities

[::]This part of the MIS provides an invcntory of the Intel-
ligence Community's major data processicg facilities. A sample data
tree for an ADP facility is shown in Figure E-12,. ‘This subset in-
cludes identification of the respoqsible organization contrclling
the facility, its location, equipment inventory (hardware), software
inventory (both operating system and applications software), system
users, performance and utiliéation characteristics and statistics,
and costs. These data should be retrievable by any fielded item
or generic keyword in the description fields.

[::] Separate data trees should be developed for other types of
facilities, such as Intelligence.Libraries, and Intelligence Central
Reference Services. Neither is included herein.

Telecommunications Facilities and Networks

[::]This part of the MIS describes the information handling
systems used by‘Intelligence Community analysts, managers, and
customers to communicate with one another or with a computer that
drives some data base or other part of the CIHS.

[:::]The MIS data inecluded in this subset identify responsible
organizations controlling these facilities, their users, the system
capacities and characteristics, felated facilities, supporting hard-
ware, performance statistics, costs, communications protocols and
standards, and aspects of security, accessibility'and vulnerability.
Thesé data should be retrievaﬁle by any fielded item or generic
communications keyword -in descriptor fields. A sample data tree is
shown at Figure E-13

Approved or Release 2002/09/05, CIA-RDP84-00933R000200010008-3
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Figure E-9: Sample Data Tree for CIHS Performance Requirements
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ANNEX E — TAB 3 .

" PROGRAMMING AND BUDGETING

I. SUMMARY

STAT - 5.1 [::]Institutional Separateness in the Past. The ADP and other
information handling assets, systems and capabilities that now exist
in the Intelligence Community, by and large, have come into being
over the past decade or more because individual departments.and
agencies obtained resources which were applied to solve their own
particular problems. Those resource requesté and approvals resulted
from the annual programming and budgeting process. The institutional
framework in which programs have been organized (e.g., the GDIP, the
CCP, the CIA Program, etc.) has made it cumbersome and difficult to
conduct cross-program analysis on a functional subject, such as ADP,
which cuts across institutional and programmatic lines. The IC‘Staff
has not had either adequate manpower or technical experience in this
arca to effectively evaluate pro@osals and translate from the indi-
vidual institutional focus to an appraisal of Community-wide potential.

STAT 5.2 | |Need for a Comprehensive Community Plan. The top management
i

of the Community and the Congressional committees dealing with in-
telligence matters are in agreement that the resources for hgrdware

such as computers and telecommunications equipment, in fact, resources
for all information handling systems and capabilities, must be provided,
managed and operafed under a comprehensive total Cbmmunity plan.

Resource requests to create new capabilities must be evaluated in the
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context of a total official plan, and planning for these assets
must be directly related in a very practical way to the Community-
wide review and approval processes. '

STAT 5.3 I:l New Opportunities Through Zero-Based Budgeting. The events

in the annual programming and budgeting cycle and the principles of
éerofbased budgeting‘provide an opportunity and aﬁ orderly mecﬁanism
to put into practice planning for a Community Inforﬁation Handling
'System (C1IHuS) which\includes all of.the resources and existing or
planned assets of this type that are now encompassed in the official

National Foreign Intelligence Plan (NFIP) and Budget (NFIB).

STAT 5.4 [::]Correctives for Past Deficiencies. This Tab 3 to Annex E
proyides a background description of the programming and budgeting
system as it has existed in the past and ﬁotes déficiencies therein.

‘ This Tab 3 also points to ways in which those deficiencies can and |
will be eliminated as a result of the application of zero-based
budgeting and the increasing capability of the Community, under the
DCI, to make resource decisions that are maximized to provide totai

Community benefits.

]
STAT 5.5 [::]The Annual Cycle. Figure E-14 depicts the annual cycle of

activi:ies'relating fo planning, programming and budgeting. Iden—
tified therein are the major specific events which providg opportunities
to furnish DCI guidance or conduct DCI-directed reviews and make top
management, Community-oriented decisions regarding ADP apd other

information handling resources.
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II. DISCUSSION
. Past Practice

[:::]Heretofore, information and proposals about computers and

other information handling systems and related assets have reached

" the Intelligence Community  Staff through a mixture of management

processes. Some data and proposals have been presented and moulded
by the formalized and compartmented.planning, programming aﬁd budgeting
system of the DoD. Different processes havg been used in CIA and
non-Defense departments. Independently, each process has reflected
a businesslike approach to the subject mafter-in the context of the
way in which a particular department or agency carries out its business.
The deficiency, from an Intelligence Community management point of view,
however, has been that these separate processes are not mutually-
reenforciﬁg or cqnsistent with‘each other. Aé a result, this mechanism
has not provided a suitable basis for the IC Staff to serve the DCI
and top management by providing an integrated appraisal of these
resources proposals and the functional use of .these assets. Conse-
quently, it has nog been possible to provide thevfully—reasdned'and
thoroughly analyzed resources justificaﬁions and ekplanations that
the DCI must have from his staff and from the Community and that the
Congress haé a right to expect from the DCI,

[:::]Contributing to this difficulty, moreover, has been the lack

of an adequate technical/evaluative expertise in the IC Staff. This

has resulted in an inadequate capability to independently evaluate

and challenge proposals advanced by the departments and agencies,
E - 41
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particularly in the very limited time available during a single on-

going program/budget cycle.

In addition, the non-existence of an official master plan

for all of these resources, i.e., an official plan for the CIHS,
has meant that reviewers at the IC Staff level of resources proposals
reaching them have not been able to measure the potential cqntribution
of a particular request for resources against an authoritative yard-
stick that reflects a balance of total Community needs.
[::]Planning. In the past, no detailed DCI planning guidance
has existed relative to ADP and other information handling resources.
The departments and agencies have formulated their program proposals
using guidelines that to a considerable degree havg been generated
at the departmgnt/agency level. As a result, there has been no DCI
influence early enough in the Budget formulation process to have any
major substantive effect on the level of resource requests welling up

from within the Community.

Programming. At the prior and present level of IC Staff

manpower applied to ADP and information handling resocurces proposals,
the DCI has had too slendér a capability to undertake comprehensive
analysis and technical evaluation of Community programs. Proposals
that have been built into programmatic presentations reflecting the
satisfaction of a need by some department or agency cannot readily

be analyzedvfor potential benefit to the total Intelligence Community.
The proposing agency is not in a position to make such a total Com-

munity evaluation, and the IC Staff has not been in a strong position
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to repa;kage and reanalyze these individual reduests from a larger
point §f view. The differencésvin programming mechanisms, including.
vocébulary, and the.non—uniform preséﬁtation of statistical and evalua-
tory iﬁformation, have further handicapped the modest capabilities of
the IC Staff. That orgénization has not been able to identify and
evaluate new ADP-related initiatives eariy eﬁough to have aﬁ oppor-
tunity to judge whether the initiative is necessary, what financial
baseline may be affected, or what tangible and pragmatic benefité the
initiative can be expected to produce beyond the rhetorical appeal éf
"nore timeliness" and "greater speed."

| |Budgeting. The Community's budget is examined in the same

institutional packages as is its program. Hence, ADP—relaEed assets
have been treated as a subset of some institution's needs rather than
as a functional total that transcends departments and agencies and
involves the entire Community. That kind of fragmentation does not
result in the presentation of an adequate set of facts and explanations
to permit the making of Community-relatea judgments.

Improvements in Program/Budget Formulation and Review

| !Zero—Based Budgeting,.the "packaging" and "ranking' features

of zero-based budgeting were applied for the first time during the IC
Stafﬁ's budget review activity in the fall of 1977. Zero-based»bud—
geting procedures offer means, not heretofore available, for improving
the factual and evaluative descriptions of new résources proposals,

and hence providing to the IC Staff level of review a more useful set

4
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of explanations to help in the evaluation -of resources alternatives.

Pianning and Programming Guidance. ‘Annually, around the

close of each calendar year, the IC Staff's Oftice of Policy and
Planning provides the DCI's general ;Ianning guidance for a five—yéar
period. In addition hereafter, the IC Staff's Office of Program and
Budget Development willvbe providing to the Community early in each
new calendar year a planning and p?ogramming guidance document based
on the experience of the preceding ZBB exercise. This guidance will
specify a direction for the Community over a five-year period, and
will include program constraints that express the DCI's estimate of
what assets and capabilities he needs in order to achieve his goals
and objectives. In the case of DoD, which includes about 85% of the
Community's ADP inventory, the above two sets of guidance will be
incorporated in the Secretary af-Defense Planﬁing and Programming
Guidancé Memorandum (DPPGM), which also addresses a five-year peripd.
The intelligence section of the DPPGM transmits the DCI's fiscal
constraints for intelligence to the Services and Agencies withiﬁ DoD.
The DCI's guidance will include two new features: (1) a narrative,
and (2) explicit fiséai constraints relative to ADP and information
handling resources and activitiés. Past guidance documents containéd
no, such constrailnts and consequently in the past dollars and maﬁpower

for ADP-related activities were free to "float" within the broader

guidance imposed on total programs.

Programming. In the future, each NFIP manager will use the

guidance documents to develop his Recommended TFive Year Program.
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This will result in the translation.of the guidance into specific

sets of-resources. 7BB will give the Program Managers sufficilent
flexibility to satisfy thelr perceived needs for ADP-related and
information handling system capabilities, but the fofmat and structure
for réporting to the IC Staff will be fixed under the ZBB packaging
and ranking concept. This will remove the heterogeneous presentation -
of information on this type of resources that has been common in

past practice. The ZBB package concept lends itself to a systematic
identification‘of the spectrum of resources relating to ADP and in-
formation handling that is presented in a pfdgram request. The
requirement that "minimum," "cgrrent" and "enhanced" package propo;
sals be presentéd requires further disciplipe from the Program
Manager who must rank his assets against one another. The packaging
concept, and the improved narratives that will be generated, should

make the IC Staff's task of analyzing and evaluating these alterna-

tives a more systematic and accomplishable undertaking.

Budgeting. The IC Staff received estimates in ZBB format

for the first time during the fall of 1977 budget exercise. These

materials were examined in a series of hearings chaired by the IC

~St§ff and participated in by OMB and 0SD counterparts. The hearings

resulted in the development of budget issues related to ADP, from
which it was possible to lower resource requests. Because of the
added visibility that ZBB provided, the IC Staff was able to adjust

ADP requests of CIA to less than 10% growth, and GDIP growth to 10%,
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thereby_briﬁging these programs in line with the Copgressionél
growth guidelines. ADP at NSA was analyzed and evaluated more
rigorously under ZBB than ever beforé, but the FY-79 ADP growth

for that agency will exceed 10%. Without the benefit of program
cycle experience with NSA's ADP iﬁ ZBB format, reductions in ex-
cess of those actually made céuld not be justified on the basis of
the information that the budget cycle itself produced. This limi-
tation should be taken care of as the ZBB process is repeated. It
is clear from this past year's experience that the ZBB itself pro-
vides a gasis for comprghensive review and examination of ADP-related
and information handling assets. One taqgible bénéfit resulting is
that a more informative and meaningful set of Budget Justification
Books can be provided to the Cdngress.

Other Improvements

25X1 6.11 Organizational. The DCI is in the process of establishing

a new organlzation, the Community Information Systems Office (C180),

as part of his reorganizafion of the Intelligence Community Staff.

The chief of this office will be the "senior ADP official" in the
Intelligence Community. He wili teport to the DCI through the
Director's ﬁeputy for Resources Management. | The mission and‘functiéns
of this office will totally mesh it with the planning, programming
" and budgeting aspects of ZBB. It will develop the official mid-range
and Iong»range master plan for the Community Information Handling
System (CIﬁS); it willrkeep the plan current; and it will monitor

the implementation of the plan by operating organizations. The office
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willl play a major role in the identificatién,.analysis, and evalua-
tion of specific current issues relating to ADP and information
handling systems and assets in the Community, and it will be cldsely
interrelated with the work of the foice of Program and Budget De-
velopﬁent, providing support to the latter, and ensuring the practical
reality of planning through its application to the resources decision-
making procass. By working closely with the other components of the
Budget and Evaluation Directorate, the CISO will bring the equilibrium
needed between the pragmatic aspects of the budgetary process on the

one hand and the need for sound growth and improved utilization of

the Community's information handling assets. Annex C to this report

details the organization of the CISO0.

[::]Intelligence Data Automation Requests (IDARs). A new pro-
cedure that can be implémented as soon as the CISO becomes operational
is the IDAR, which is to be submitted to the head of that Office.

This form of request will serve to notify CISO that some element of

" the Community is beginning to program or budget for a new system

acquisition or to upgrade an existing operational system. The IDAR

will include a description of user need, existing capabilities to

satisfy4that need, and an estimate of the added value of the pro-
posed initiative to the Community as a whole in terms of the output
and services provided. The IDAR submitter will provide analytical
informétion that bears on his evaluation of the cost/benefit involved

and projections of the full cost implications. The IDAR device is
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! * Ya means to bridge the gap between the present lack of any orderly
system to give advance notice of such a resources proposal and the:
eventual orderly approach (described in ‘Aﬁnex fi, Tab 1 and Figure
E?S) to compare the CIHS baseline with identified shortfalls and
to analyze alternatives to eliminate the shortfalls.

STAT 6.13 [::]A Management Information System for the CIHS. The MIS

described in Annex E, Tab 1 will be directly related to the functional
terminology employed in the ZBB packages. The MIS will alsQ include

. financial information in the ;erminology used for programming and

i budget?ng, so that it will be immediately applicable for use by
analysts in evaluating individual proposals for résource applications.
Once bpilt, the MIS will be maintained and operated to assist higher -

levels of management in a manner comparable to the Community Intel-

ligence Resources Information System (CIRIS). The task of designing

and operating the MIS is assigned to CISO (see Annex C).

STAT 6.14 h | |Congressional Justification Books. The component parts df

~ the CIHS will be described'in the Congressional Justification Books

in a manner that relates the work done by those components to the
functional activities of intelligence users and customers who will
benefit thereby. This willl avoid treating these assets in isolation,

as has been done on past occasions.
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The Committee ha§ coutinucd to study the intelligence
community's use of'ADPT Reductions or restrictions have been
placedion projects of the CIA; Army and Air Force for major'
data brocessing upgrades, pending better planniﬁg and more
thorouOh JustificatLon Moreover, the Committee beilieves that

tne level of coordination among agencies can’ be much iwproved
particularly in initiatives which involve disciplines where other
agencies have substantial expertise. For example, the CIA and
the military services are apparently not required to coordinate

with the National Security Agency in procuring hardware and soft-

ware to analyze_telemetry_pr ELINT signals.

The Committee will be providing to the DCI and the program

~
managers guidance on information to be included in the FY 1980

t
3

congressional justification books. The Committee also requests

the DCI and the program-managers'ﬁomply with the following guide-

lines in preparing their FY 1980 Erdgrams.

- Major enhancements, innovations, or new initiatives

in data processing hardware and software should be’

clearly identified.

-~  Such initiatives should be coordinated with other

organizations within the community having expertise in

the intelligence disciplines involved; the extent

and results of such coordination should be clearly

stated in the budgot request.
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initiative gives the greatest emphasis to common-
ality, interoperability, and'nonduplicdtion'of
effort; fits with long-range plans‘for'data pro-
cessing upcrades in the intellivence community; -

is valld in. terms of cOnsumer needs and cannot. be ;

met by other technlques of’ lower cosc or by reason-

”

able relaxation of the restrictions on the require-

ment.

The DCI should insure that each major proposed
ADP upgrade is supported by a comprehensive long-range
'plan, fits with the policies, long?range direction and

control of data processing upgrades, and supports anal-
~ ',-- .
ytic priorities throughout the community..

-

The program managers proposing the initiative should
A $

insure that the input-and output data of systems

can be readily interlinked with the processing and

analysis systems of other organizations where

appropriate;

Program managers should focus on the full cost

and long-range implications of software initiatives.

For example, the Committee has encountered examples B

off new application programs which were funded

lnle dually but in aggregate eventually reguire

the acquisition of more conputers.
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CAMS Development i

The Committee has authorlzed the full $4 O n11110n requested

for the CAMNS upgrade It is concerned, however, about the ult1~

mate size and cost of this planned upgrade, and hlll be examining

it in detall in the comlno months. The Connlttoe dl?ects

therefore, that none of these funds be obligated until it has

bzen provided a detailed description and program plan for this

initiacive which lnLlLdCS at least the following

-= A description and inventory of the current and

proposed systems, and their capabilities;

-- A description of the specific deficiencies in

the current system that the upgrade is designed

e =

" to overcome; fd: ‘;“"'T j p'fldT“”. *fi'i’

-- A descrlptlon of the SDelelC lnprovements that '

will be made to overcome these deficiencies; and

-- . Cost of each of the proposed improvementsover the

life-cycle of the upgrade.
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